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Data Security Lapses in Developed 

Societies: Public and Private Sector Cases
Anthony J Rodrigues 

The loss of twenty five million (25) child-benefit records was disclosed on 20th November 
2007 to the House of Commons. The scale of the security lapse at the Treasury’s tax 
agency, affected almost half the British population. Two computer discs containing 
the names, addresses and dates of birth of nine and a half (9.5) million parents and 
fifteen and a half (15.5) million children, together with their national-insurance and 
child-benefit numbers and bank-account details, went missing. The records would 
be a treasure trove for identity fraudsters. Such large scale institutional data loss is 
not an isolated incident. Whereas personal data loss by or stolen from credit-card 
companies, online retailers, government departments and banks is well known, there 
now appears to be no point in fraudsters stealing one person’s details when records 
can be had in their thousands and millions from processes and computer systems that 
are not secure. Moreover such theft is not limited to public sector or the UK. The policy 
implications and regulatory issues and possible sanctions are discussed. 

1. Background
The UK government, Chancellor of the Exchequer, told parliament on 20th 
November 2007   that two computer discs containing the personal details of 25 
million British individuals and 7 million families had gone missing. A junior 
official at HM Revenue and Customs (HMRC), the tax-collection department 
which also pays out benefits to families, had breached security guidelines by 
putting the discs in the internal-government post run by TNT, a private courier. It 
was only when they failed to arrive at their destination, the National Audit Office 
(NAO), Parliament’s spending watchdog that the security breach came to light. 
The Chancellor of the Exchequer was informed of the loss on 10th November 
2007; the public heard about it ten days later. 

The discs included names, addresses, bank-account details, dates of birth and 
names of spouses and children. The information on the discs was protected by a 
password but was not encrypted; the mail had not even been registered; and the 
NAO did not want the addresses and bank-account details anyway. While the fate 
of the discs is unknown, they contain just the sort of information sought after by 
identity thieves, who could use it to procure fake documents, commit fraud and 
empty bank accounts.

This is the latest in a series of such losses, Economist 22nd November 2007:
o In September 2007 HMRC, lost a laptop containing personal data on 400 

people, and 
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o In October 2007 it lost another disk in the post, containing pension records 
for 15,000 people.

 The lost CDs rank alongside the earlier theft of US public sector data in :
o 2005 from the Bank of America of tapes containing information on 

1million American government employees and
o 2006 from the home of an employee of the Department of Veterans Affairs 

in America on 26.5 million people.
There have been dozens of smaller cases around the world in which personal 
data have been lost by, or stolen from, credit-card companies, online retailers, 
government departments and banks. Fear of identity fraud means that many 
people now routinely shred receipts and sensitive documents before binning them. 
However, there is no point in stealing one person’s details, when records can be 
had in their thousands and millions from processes and computer systems that 
not secure. Large databases have become central to the operation of governments, 
health systems, banks and other large companies. While nobody really wants to 
turn back the clock and revert to paper records what can be done?

2.  Policy Implications 
With regard to computer security, there are two issues: 

o security depends on a combination of technology and policy; and 
o no system is ever totally secure.

It is safer to assume that there will be breaches, and work out how to minimise the 
damage. That means:

o  storing, and moving around, as little data as possible;
o  anonymising records, linking to personal details stored in a separate 

database; and
o  using encryption to protect data in transit.

None of this was done by the HMRC. It was asked to supply anonymised data 
to the National Audit Office, but provided reams of unencrypted personal 
information instead.

Regulation has a role to play, too. Many European countries and 35 American 
states have rules that require companies and government departments to disclose 
breaches of information security to anyone affected. In many cases they are also 
legally liable for any loss. This gives them an incentive to store as little data as 
possible and to look after it properly. Britain, alas, has some of the most toothless 
data-protection rules in the developed world: the government recently rejected 
a plan to make reporting of breaches compulsory. According to one estimate, 
setting up new bank accounts for everyone affected by the lost benefits records 
could cost around £300m ($600m). Data debased even when sensible regulation is 
in place is, however, of no use if the rules are ignored, as in the British lost benefits 
records case. Data-protection watchdogs need to be able to carry out spot checks 



Data Security Lapses in Developed Societies     205 

to ensure that everything is being done by the book. But where other regulators, 
such as European antitrust investigators, have the power to carry out unexpected 
raids, Britain’s data-protection watchdog does not. The government has pledged 
to change this, but as things stand, all it can do is issue HMRC with a warning not 
to make the same mistakes again.

Large databases have their uses, doing away with paperwork and speeding things 
up. But the centralisation of so much data also has drawbacks. In its enthusiasm for 
huge technology projects, such as its plan for a national identity card see section 
6, the British government has failed to take such dangers sufficiently seriously. 
For example departments face no penalties for ignoring procedures and losing 
data. If organisations were confronted by the risks of building large databases and 
forced to balance them against the benefits they provide, they would design them 
differently and monitor their use more closely. Sometimes, they would decide that 
they were not worth building at all.

3.  Impact
The Opposition allege that cost-saving imposed by senior officials lay behind the 
problem. The prime minister’s personal responsibility may be involved if it can  
be shown that HMRC’s failings are linked to an administrative merger and job 
cuts that he pushed through as chancellor. The lost benefit records have already 
caused the resignation of the chairman of HMRC. The Chancellor will be next in 
line if the security breach leads to actual fraud. But the chief loser is likely to be 
the Prime Minister. 

Careless use of personal data highlighted the malaise at the heart of the UK 
government’s IT infrastructure. Will it change the internal culture? The loss of two 
CDs has effected the government’s £14bn-a-year IT programme, Cross (2007): 

o The NHS IT agency Connecting for Health warned hospitals not to post 
discs containing unencrypted personal data to the central NHS Tracing 
Service, run by a private contractor in the Midlands. Media not meeting 
security standards “will be destroyed upon receipt”, it warned, and 

o  Ministers announced a five-month delay to ContactPoint, a database with 
details about every child in the UK. 

Data sharing between departments about individuals can have benefits; what is 
needed is a culture within government where both the power and the responsibility 
for implementing those benefits is understood throughout. The first priority 
for IT chiefs was to report to the prime minister on the analysis of systems and 
procedures by 10th December 2007. The reports would feed in to a review by the 
government’s intelligence chief. Yet all these efforts make one big assumption: 
that as long as “systems and procedures” are properly followed, everything can 
continue as before.

An interim report specifically into the HMRC see Poynter 2007, Chairman 
of PricewaterhouseCoopers, published on 17 December 2007 by the Chancellor, 
interalia, criticised HMRC’s complex management structure, saying “roles and 
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responsibilities do not relate to accountability”. He also admitted that a letter from 
HMRC apologising to families over the loss of child benefit had itself contained 
too much personal information, some of which was liable to have gone astray. In 
addition he promised to bring in tougher laws to prosecute the willful misuse of 
data, so those found guilty may be imprisoned rather simply fined, as at present.

4. Systemic Failure?
The UK government on 17th December 2007 revealed another disturbing loss of 
citizens’ data when the Department for Transport ( DfT) Secretary disclosed that a 
computer disc had gone missing that contained the records of more than 3 million 
driving test applicants, including their names, home addresses, email addresses and 
telephone numbers. The lost data covers every applicant for a driving theory test 
between September 2004 and April 2007.  The disc was lost from a “secure store” 
in Iowa in the US midwest by private firm Pearson Driving Assessments in May 
2007, but this was not relayed either to Westminster or to the police. The  DfT 
Secretary who had only been informed in November 2007 apologised for the latest 
data embarrassment, but stressed the missing disc did not contain personal bank 
account, national insurance or credit card numbers. Whitehall officials argued that 
most of the data is available in telephone directories, Wintour (2007).

Nevertheless, the loss adds to the challenge the government faces in persuading 
the public that the benefits of data-sharing in the government outweigh the 
risks. This incident emerged in a trawl of government procedures by the cabinet 
secretary set up in the wake of the loss of 25 million child benefit records by 
HMRC reported in November 2007. An interim report from the cabinet secretary 
published on 17 December 2007 revealed that four government departments - the 
Treasury, the Department for Work and Pensions, the Ministry of Defence and the 
Crown Prosecution Service - had felt forced to tighten data handling procedures in 
the wake of the child benefit fiasco. The DfT Secretary criticised Pearson Driving 
Assessments, a contractor to the Driving Standards Agency, for failing to inform 
the police of the disc’s loss and disclosed that the drive had been formatted to fit 
Pearson configurations and as such was not readily usable or accessible by third 
parties. The Information Commissioner on learning of the loss advised the DfT 
Secretary that there was no need to send notification to individuals, Wintour 
2007.

The opposition in Parliament attacked ministers, pointing out that only a year 
ago they had promised to get a grip on data security in their department. “This 
latest debacle shows a systemic failure within the government’s data protection 
controls. The importance of confidentiality for the DfT’s agencies is particularly 
acute given the value of vehicle and driver details to car criminals and rogue 
drivers.”  Another opposition party  parliamentarian said  “If data and valuable 
information is consistently lost or stolen or abused, the public completely lose 
confidence in government ... it is very difficult to see how we can be confident of 
the government proceeding with much more ambitious initiatives, not just the 
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compulsory ID cards scheme, but the DNA database and the NHS spine.” The 
shadow justice secretary also questioned why the information had ever been sent 
overseas. 

As if on cue, Watt 2008, the UK government on 19th February 2008 faced fresh 
embarrassment over lost personal data, after admitting that a disc containing the 
DNA details of thousands of suspected foreign criminals was mislaid for a year. 
Whitehall sources said the disc, containing the details of 2,000 suspects wanted by 
the Dutch authorities, lay on a desk at the Crown Prosecution Service (CPS) for a 
year after being “ignored” by officials. The CPS insisted there had been no breach 
of security, because the disc never left its premises after being sent to Britain by 
the Dutch authorities in January 2007. But the government was accused by the 
opposition of endangering the British public because eleven (11) of the suspects 
allegedly committed crimes in Britain, including serious assault and non-payment 
of fines, before the CPS looked at the information. The Dutch authorities sent 
DNA details of 2,000 people believed to have been involved in unsolved crimes, 
asking the CPS to match the data against British DNA records. Whitehall sources 
admitted that the disc lay unnoticed on the desk of a CPS official until last month. 
“It was just ignored, it sat on someone’s desk,” one source said. “It did not get lost. 
It did not leave the building. It was not a data security issue”. 

The checks were carried out last month when the disc was spotted, and found 
that the records of fifteen (15) of the Dutch suspects were on the British database. 
The shadow home secretary, said: “It beggars belief that after all the disasters that 
have happened in the government’s handling of data it can still lose a disc with the 
details of serious criminals who are a danger to the British public. This shows it is 
incapable of learning the lessons of how to handle vital data.”  In 2007 HMRC lost 
two discs containing the details of half the population as discussed above.

The CPS was asked by the attorney general’s office to begin an inquiry into why 
a disc holding DNA details of thousands of suspected foreign criminals was left 
unchecked for a year, the Prime Minister told the Commons. In a heated exchange 
the Conservative leader accused the government of “catastrophic failures” for 
putting the safety of the British public at risk. “Why is it that this government is so 
incompetent when it comes to protecting information from criminals?” referring 
to recent scandals over lost data that have dogged the government. Earlier the 
Liberal Democrat leader, said on the BBC that “very grave” implications and 
would deal “yet another hammer blow” to public confidence in the government’s 
handling of information. “Of course the responsibility for this lies with the home 
secretary, but I think there is a more systemic political failure of this government 
to get to grips with the database culture it has created,” he said. “It has created a 
database state which it doesn’t seem to know how to handle in human terms.” 

This latest embarrassment for Whitehall came after a series of blunders 
involving missing data. Apart from the most high-profile loss of two computer 
discs by HM Revenue and Customs containing 25 million people’s child benefit 
details equivalent to almost half the population in 2007 discussed earlier in section 
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1 above, six thousand (6000) personal details were lost  in January 2008  after a 
Royal Navy laptop was stolen and the defence secretary admitted there have been 
two more similar thefts since 2005.

5.  Internal Culture
The government appears to be overwhelmed by the scale of what it is trying to do 
with IT. “It’s indicative of a lack of expertise,” said Helen Margetts, professor of 
society and the internet at Oxford Internet Institute and the co-author of a study 
that is devastatingly critical of the government’s IT programme, see Cross 2007.  
The study of IT projects in seven leading countries found that governments that 
place big IT contracts in the hands of a few big contractors are the ones most likely 
to experience failures see Dunleavy, P., et al. (2006). 

The UK was unique in the extent to which it outsourced projects so that large 
IT companies had the government over a barrel. The study found that the UK had 
“the most concentrated government IT market in the world, with:

o a near-monopolistic lead supplier (Electronic Data Systems, or EDS),
o huge contract sizes, 
o poorly understood use of private finance initiative (PFI) contracts for 

inappropriate IT projects, and 
o virtually no in-house capacity to manage (let alone develop) IT systems.

 IT contractors “drove a coach and horses” through budgets, the report alleges. “It 
became expected practice to pitch prices for initially completed tranches of work 
relatively low, in the confident expectation that later revisions and extensions 
would create negotiated contracts of between four and six times the initial 
competed contract price.” It’s only a short step from there to demanding £5,000 
to “strip” sensitive personal information from the child benefit data - a task that, 
with a properly designed database, would take no extra effort. That HMRC is 
charged so much extra for elementary tweaks shows how weak the government’s 
grasp of its own IT has become.

The subsequent loss of the discs then exposes a culture - not just a one-off error 
- where unencrypted personal data is regularly sent back and forth between public 
bodies on physical media, rather than via secure networks. “They just weren’t 
considered important,” Margetts was reported to have said, see Cross 2007. In 
theory, the government has been trying to raise its game for more than two 
years. 

6.  Transformational Government Strategy
The three central aims of the Transformational Government Strategy, see Cabinet 
Office 2005 are first:

o create a new “IT profession in government” which is to be achieved in part 
by  hiring people with IT qualifications for the civil service fast stream, 
where they can expect to rise to the top. 
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The other two strands of Transformational Government create a radically new IT 
infrastructure, based on public bodies that :

o share systems, and the same institutions
o share data on every individual in the country. 

In December 2006, the former chairman of HMRC and current Prime Minister’s 
adviser on transforming public services published further radical plans, Varney 
Report 2006. They are based on a passionate commitment to sharing data and 
systems. It was pointed out that ‘today, each citizen has at least five widely used 
identity numbers. In future, one accurate and robust registration should underpin 
all services. There is absolutely no objection to public services sharing basic 
administrative information like names, numbers, addresses and dates of birth.” This 
vision of transformed government meshes with a barrage of IT-based initiatives 
aimed at tackling specific political priorities which include:

o ID card, which will be enabled by linking at least three existing identity 
databases;

o ContactPoint, the newly renamed index of information relating to every 
child in the country - subsequently delayed for five months after the lost 
benefits records case; 

o  e-Borders, the immigration system supposed to give immigration officers 
and airline check-in staff overseas the ability to check passengers’ credentials 
against government records; 

o NHS care records service, creating a shared electronic health record for 
every individual in England (Scotland and Wales have parallel schemes).

But there have been repeated warnings that the schemes are not feasible. Professor 
Ross Anderson, a security expert at Cambridge University, suggested that the 
proposed children’s database was intrusive and possibly illegal; the government 
brushed it off - as it did with warnings about internet security and the centralisation 
of personal health records as reported in Cross 2007. The two lost discs have put 
those dismissals under fresh scrutiny.

Despite these warnings the home secretary on the 6th March 2008 gave a broad 
indication that millions of public-sector teachers, nurses and care staff in “positions 
of trust” were to be given a fast-track incentive to sign up early for an ID card 
to get the “critical mass” needed for the controversial scheme, as reported in 
Guardian 7th May 2008. She promised to speed up the introduction of the scheme 
by allowing people to get a card without waiting to renew their passport, enabling 
its full introduction by 2017, two years ahead of previous plans. She also claimed 
that the next official cost estimate for the scheme, to be published in May, would 
confirm that the £5.4bn price tag has been reduced by £1bn. The revised timetable 
confirms that groups are being targeted for early registration on the national 
identity database - the key part of the scheme - to secure its popular acceptance. 

ID cards become compulsory in 2008 for foreign nationals from outside Europe 
living in Britain, and in 2009 for 200,000 airport workers and Olympic security 
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staff. Incentives will encourage early voluntary participation from 2010 for young 
people, including students, and millions of public sector staff in “positions of 
trust” currently subject to criminal record vetting. Such staff that “chose to have 
an identity card” would be able to use it to fast-track checks on their status as part 
of their job. A trial by the Criminal Records Bureau and the Identity and Passport 
Service has shown criminal record checks could be cut from four weeks to four 
days.

Young people who registered for an ID card would find it easier to enroll on 
a course, apply for a student loan or open a bank account. The scheme’s critics 
said the revised timetable also put back by two years, from late 2009 to 2011, the 
date from which the bulk of the population will have their personal “biometric” 
- electronic fingerprint - details automatically entered on the national identity 
database when they renew their passport. This is likely to come after MPs vote 
after the next general election on whether the scheme is to be made compulsory. 
People will then be given a choice. 

An identity card alone will cost about £30, while combining it with a passport 
will cost at least £93. Attempts to reduce the eventual cost of signing up to the 
ID card register are ongoing. A government poll, published on 6th March 2008, 
claimed 59% support but that included a third of voters who believe the cards will 
be free. The home secretary acknowledged that the ID cards debate evoked strong 
feelings but said that rather than thinking of the state as an opponent of civil 
liberties, its role was to “defend our interests, to offer reassurance and trust, and to 
work in the most effective way possible to ease and to enable our lives”. But the 
shadow home secretary said that the ID card scheme was now being implemented 
by spin and stealth. “The home secretary’s claim that she is offering people a 
choice is misleading - identity cards will still be compulsory. The government has 
lost the argument. They have lost 25 million personal records. And they have lost 
the public’s trust. It’s time they faced up to these stark truths - and ditched ID 
cards for good.” Others said it was a marketing exercise: “Whether you volunteer 
or are coerced on to the ID database, there’s no way back. You’ll be monitored 
for life. That is why the government is targeting students and young people, to get 
them on before they realise what is happening” reports The Guardian 7th March 
2008.

The social need to ensure public health and safety, national security and crime 
control, economic prosperity and environmental sustainability, will all guarantee 
the presence of governments and their active involvement in its citizen’s lives, 
visibly or “behind the scenes”. What the public do expect however, is improved 
efficiency in the results obtained from expenditures incurred. The result of a 
better-educated public is that, in terms of suggestions for improving government 
(other than exclusively by think tanks drawn from Universities) more and more 
people feel entitled and empowered to express their views. Governments that 
therefore rule with the consent of their publics cannot afford to ignore or dismiss 
their constituents’ proposals.  Some critics claim that what occurs may be termed 
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“impression management” wherein a show is made of being technology savvy 
but only minor adjustments are made in the internal institutional IT and support 
culture.

Nevertheless, the public does demand more (services) for less (taxes), and the 
possibility of shifting party allegiances exist if citizens are unhappy with current 
government policy.  Given this reality, electronic productivity seems to be by 
far the best way for governments to achieve the trade-offs between increasing 
expectations and diminishing resources provided that effective safeguards are in 
place. Nowadays electronic technologies play an increasingly large role in shaping 
the mind-set of citizens, and it is natural that they will want that mind-set reflected 
in social governance.

7.  Private Sector Immune?
To dwell only on public sector cases would be misleading as the private sector also 
has its problems with data as the following two cases show.  Norwich Union Life 
an insurance company in the UK was fined £1.26m for failing to protect customers’ 
personal details after fraudsters were able to steal £3.3m from policyholders, by 
the Financial Services Authority (FSA) reported Osbourne 2007. The FSA said 
the insurer had failed to take reasonable care to look after policyholders’ details 
and protect itself and them from the risk of paying out policies to fraudsters. The 
failures were highlighted by a number of frauds carried out against customers in 
mid-2006, when criminals used publicly available data such as names and addresses 
and dates of birth to impersonate Norwich Union customers. In a series of telephone 
calls to Norwich Union Life the fraudsters obtained confidential information and 
were able to change customers’ details so that policies were paid out to the wrong 
accounts. More than 632 policies were targeted, and 74, worth a total of around 
£3.3m, were surrendered to fraudsters. Nine of those surrendered belonged to 
directors of Norwich Union’s parent company Aviva. The FSA said that although 
the other policyholders had not had their money stolen, Norwich Union’s call 
centre staff had disclosed confidential information about the customers, in some 
cases divulging their full bank account details. As a result, it said the company’s 6.8 
million customers had been exposed to “an additional, ongoing and unquantifiable 
risk of identity theft”. 

During an investigation the watchdog found the insurer had failed to properly 
assess the risks posed to its business by financial crime, and by not doing so had 
left its customers more likely to fall victim to crimes such as identity theft. The 
FSA’s director of enforcement said: “Norwich Union Life let down its customers 
by not taking reasonable steps to keep their personal and financial information 
safe and secure.” It is vital that firms have robust systems and controls in place to 
make sure that customers’ details do not fall into the wrong hands. Firms must 
also frequently review their controls to tackle the growing threat of identity theft. 
This fine is a clear message that the FSA takes information security seriously and 
requires that firms do so too. 
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When setting the fine, the FSA said it had taken into account measures taken by 
the insurer to mitigate the seriousness of its failing, including reinstating the value 
of stolen policies and appointing a third party to review its caller identification 
procedures. However, it said it still deserved a significant fine because it had not 
taken the same action to inform and protect victims who were not members of 
the company as it had to protect those working within Aviva, and had posed a 
significant risk to the watchdog’s objective of reducing financial crime. The chief 
executive of Norwich Union Life, said: “We are sorry that this situation arose 
and apologised to the affected customers when this happened. We have extensive 
procedures in place to protect our customers, but in this instance weaknesses 
were exploited and we were the target of organised fraud. Whilst the number of 
customers affected is very small compared to the number of policies we manage 
overall, any breach in customer confidentiality is clearly unacceptable.” He added 
that steps had been taken to improve the company’s security systems.

This is not the first time the FSA has fined a financial service provider for 
failing to protect its customers’ personal information. In the past two years BNPP 
Private bank, Capita Financial Administrators and Nationwide building society 
have all been hit with fines, with Nationwide paying £980,000 after the theft of a 
laptop carrying account details.

More recently on 8th April 2008 it was reported see Bowers 2008,  that HSBC 
was facing the possibility of a regulatory inquiry and heavy fines after it was forced 
yesterday to confirm it had lost an unencrypted disk containing life insurance 
policy details for 370,000 customers. Britain’s biggest bank confirmed a newspaper 
report revealing the disk had disappeared in the post more than seven weeks ago. 
Customers have not been told their details have gone astray and questions have 
been raised about the speed and thoroughness of HSBC’s investigation into the 
data loss.

HSBC said the disk contained names, dates of birth and policy numbers as 
well as the amount of cover taken out and smoking habits of policyholders. A 
spokesman stressed that no other information, such as personal bank account 
details or medical details, was on the disk. It was password-protected but not 
encrypted. “There is nothing else that could in any way compromise a customer 
and there is no reason to suppose that the disk has fallen into the wrong hands,” 
HSBC said in a statement. “Nonetheless, HSBC would like to apologise to its 
customers for any concern this may cause them. Each customer will be contacted 
shortly and a thorough investigation into this matter is under way.” The bank 
is not recommending any action be taken by customers whose details have gone 
astray. The disk went missing in February 2008, three months after the Chairman 
of HMRC resigned over the earlier  loss in the post of two child benefit information 
disks discussed in section 1, which contained data on every child in Britain and the 
bank and national insurance details of their parents. A spokesman for HSBC said 
an internal inquiry began as soon as the bank was told the disk had not arrived at 
its destination. But Royal Mail said it had not been contacted about the lost disk.
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The City regulator, the FSA was informed six weeks later, HSBC admitted. The 
bank said the data loss had come about because of a “unique set of circumstances”, 
blaming the failure of a secure encrypted digital link between HSBC’s Southampton 
office and reinsurer Swiss Re in Folkestone, Kent. It said the information had been 
required urgently by Swiss Re and, when the secure link failed, it had been burned 
on to a disk and put in the Royal Mail’s business post. No courier service was 
involved said HSBC. The FSA has signaled its determination to clamp down on 
firms not taking reasonable care of customer data. It has imposed heavy fines on 
companies failing to own up to breaches in data security. Last December 2007 the 
FSA fined Norwich Union £1.26m for lax security which allowed fraudsters to 
target life insurance policyholders. The regulator criticised the insurer for failing 
to address deficiencies swiftly as discussed earlier in this section.

8.  Conclusion
Over the past decade, the public sector’s ability to manage big IT projects has 
repeatedly been called into question. The usual response is that the government’s 
record is no worse than private industries, or its counterparts in the rest of the 
world. However, repeated examples - and the Dunleavy et al 2006 study - suggest 
there is simply too little IT expertise within the government. And yet far from 
scaling up efforts to meet the challenge of a new IT infrastructure, the government is 
scaling back IT, one symptom is the changing of the name of the old e-government 
unit. A similar nomenclature trend in Canada was discussed by Riley 2003. It is 
important for government to continue using the nomenclature of e-government.  
This subject matter is growing and harmony, coherency and consistency in any 
technology mediated evolutions being undertaken is paramount so that it can be 
understood by the public.

Government and governance are both about getting the consent and cooperation 
of the governed.  But whereas government is the formal apparatus for this objective, 
governance is the outcome as experienced by those on the receiving end.  The 
challenges for good e-government (and e-governance) are establishment resistance 
to change in the status quo, and public cynicism.  Nevertheless, as technology 
developments are currently shaping public expectations citizens will continue to 
expect more as new state of the art technologies evolve.  

The big issue for government is whether it will be able to reverse its internal 
culture, where IT expertise is not treated as a “core activity”, while it implements 
sweeping policies which rely on huge IT projects that embrace the population. 
This could prove to be the biggest task it has ever faced 
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